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12.4.1 Asset Management Overview (6:26)
12.4.2 Asset Management Facts

12.4.3 Supply Chain Overview (4:28)

12.4.4 Supply Chain Facts

12.4.5 Change Management Overview (2:55)
12.4.6 Change Management Facts

12.4.7 Section Quiz

12.5 Virtualization Management
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12.5.1 Virtualization Management Overview (7:04)
12.5.2 Virtualization Management Facts

12.5.3 Section Quiz

13.1 Software Development Overview
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13.1.1 Software Development Life Cycle (SDLC) Integration (4:41)
13.1.2 Software Development Life Cycle (SDLC) Integration Facts
13.1.3 Service-Oriented Architectures (5:46)

13.1.4 Service-Oriented Architectures Facts

13.1.5 Assessment and Coding Practices (8:38)

13.1.6 Assessment and Coding Practices Facts

13.1.7 Section Quiz

13.2 Automation
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13.2.1 Automation Overview (5:26)

= 13.2.2 Automation Facts
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13.2.3 Automation Technologies (5:43)
13.2.4 Automation Technologies Facts
13.2.5 REST API Facts

13.2.6 Section Quiz

Data Analysis and Protection
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14.1.1 Data Privacy Overview (11:15)
14.1.2 Data Privacy Technical Controls (9:28)
14.1.3 Data Privacy Facts



14.1.4 Data Loss Prevention (DLP) (4:33)
14.1.5 Data Loss Prevention (DLP) Facts
14.1.6 Data Monitoring Methods (8:13)
14.1.7 Data Monitoring Methods Facts
14.1.8 Rule and Query Writing (3:29)
14.1.9 Rule and Query Writing Facts
14.1.10 Section Quiz
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14.2 Hashing

14.2.1 Hashing (3:56)

14.2.2 Hashing Algorithms (3:00)
14.2.3 Hashing Facts

14.2.4 Verify MD5 Hash Integrity (2:54)
14.2.5 Compare an MD5 Hash

' 14.2.6 Section Quiz
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14.3 Digital Forensics
8 14.3.1 Digital Forensics Overview (6:32)
14.3.2 Digital Forensics Facts
14.3.3 Forensic Software (5:20)
14.3.4 Forensic Software Facts
14.3.5 Search Memory Dump for Malware (9:08)
14.3.6 Forensic Techniques Overview (5:27)
14.3.7 Forensic Techniques Facts
14.3.8 Create a Forensic Drive Image with FTK (7:26)
14.3.9 Create a Forensic Drive Image with Guymager (5:27)
14.3.10 Create a Forensic Drive Image with DC3DD (6:03)

14.3.11 Examine a Forensic Drive Image with Autopsy (6:13)
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14.3.12 Examine a Forensic Drive Image
14.3.13 Section Quiz
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14.4 Email Analysis
E 14.4.1 Email Analysis Overview (6:11)
E 14.4.2 Email Analysis Facts
' 14.4.3 Section Quiz

15.1 Incident Response - Preparation
P8 15.1.1 Incident Response Overview (3:27)

=l 15.1.2 Incident Response Overview Facts
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15.1.3 Incident Response Preparation (8:19)
15.1.4 Incident Response Preparation Facts
15.1.5 Section Quiz

15.2 Incident Response - Detection and Containment
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15.2.1 Detection and Analysis (4:39)
15.2.2 Detection and Analysis Facts
15.2.3 Indicators of Compromise (2:49)
15.2.4 Indicators of Compromise Facts
15.2.5 Containment (3:49)

15.2.6 Containment Facts

15.2.7 Section Quiz

15.3 Incident Response - Eradication and Recovery
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15.3.1 Eradication (4:13)

15.3.2 Eradication Facts

15.3.3 Wipe Disk Space (7:20)

15.3.4 Wipe an Entire Disk with Darik’s Nuke (9:37)
15.3.5 Recovery (3:55)

15.3.6 Recovery Facts

15.3.7 Recover Deleted Files with Recuva (2:46)
15.3.8 Post-Incident Activities (4:38)

15.3.9 Post-Incident Activities Facts

15.3.10 Section Quiz

15.4 Indicators of Compromise
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15.4.1 Network-Related Indicators of Compromise (5:14)

=l 15.4.2 Network-Related Indicators of Compromise Facts
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15.4.3 Create a DNS Tunnel with dnscat2 (4:58)

15.4.4 Host-Related Indicators of Compromise (7:42)
15.4.5 Host-Related Indicators of Compromise Facts
15.4.6 View Process Information

15.4.7 Application-Related Indicators of Compromise (3:50)
15.4.8 Application-Related Indicators of Compromise Facts

15.4.9 Section Quiz

A.1 Prepare for TestOut CyberDefense Pro Certification
= A.1.1 Pro Exam Objectives

=l A.1.2 Pro Objectives by Course Section



= A.1.3 How to take the Pro Exam
= A.1.4 Pro Exam FAQs

A.2 TestOut CyberDefense Pro Domain Review

f' A.2.1 Pro Domain 1: Monitoring and Log Analysis

ff A.2.2 Pro Domain 2: Threat Analysis and Detection

f A.2.3 Pro Domain 3: Risk Analysis and Mitigation

' A.2.4 Pro Domain 4: Incident Response

' A.2.5 Pro Domain 5: Audit and Compliance

' A.3 TestOut CyberDefense Pro Certification Practice Exam

B.1 Prepare for CompTIA CySA+ Certification
= B.1.1 CompTIA CySA+ CS0-002 Exam Objectives
=l B.1.2 CompTIA CySA+ CS0-002 Objectives by Course Section
= B.1.3 How to take the CySA+ CS0-002 Exam
= B.1.4 CySA+ CS0-002 Exam FAQs
=l B.1.5 Hints and Tips for taking the CySA+ CS0-002 Exam

B.2 CompTIA CySA+ CS0-002 Practice Exams (20 Questions)

o
" B.2.2 CySA+ CS0-002 Domain 2: Software and Systems Security
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B.2.1 CySA+ CS0-002 Domain 1: Threat and Vulnerability Management

* B.2.3 CySA+ CS0-002 Domain 3: Security Operations and Monitoring
" B.2.4 CySA+ CS0-002 Domain 4: Incident Response
" B.2.5 CySA+ CS0-002 Domain 5: Compliance and Assessment

B.3 CompTIA CySA+ CS0-002 Practice Exams (All Questions)
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B.3.1 CySA+ CS0-002 Domain 1: Threat and Vulnerability Management
B.3.2 CySA+ CS0-002 Domain 2: Software and Systems Security

B.3.3 CySA+ CS0-002 Domain 3: Security Operations and Monitoring
B.3.4 CySA+ CS0-002 Domain 4: Incident Response

B.3.5 CySA+ CS0-002 Domain 5: Compliance and Assessment

ff B.4 CompTIA CySA+ CS0-002 Certification Practice Exam





