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13.1.2 Cloud and Virtualization Overview: Part 2 (8:06)

13.1.3 Install Hypervisor (4:13)

13.1.4 Linux Cloud and Virtualization Facts

13.1.5 Practice Questions

13.2 Virtual Machines
13.2.1 Virtual Machine Concepts: Part 1 (4:57)

13.2.2 Virtual Machine Concepts: Part 2 (7:14)

13.2.3 Creating a Virtual Machine (7:50)

13.2.4 Virtual Machine Facts

13.2.5 Practice Questions

13.3 Virtual Networking
13.3.1 Virtual Networking Concepts (5:46)

13.3.2 Configuring Networking on a Virtual Machine (6:02)
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13.3.3 Virtual Networking Facts

13.3.4 Practice Questions

14.0  SCRIPTING AND AUTOMATION

14.1 Bash Shell Scripting
14.1.1 Bash Scripting Overview (8:48)

14.1.2 Bash Script Execution (9:56)

14.1.3 Executing and Sourcing a Script (3:49)

14.1.4 Scripting Facts

14.1.5 Practice Questions

14.2 Shell Environments, Bash Variables and Parameters
14.2.1 Bash Shell Environments and Shell Variables (7:37)

14.2.2 Bash Shell Parameters, User Variables and Expansions (14:53)

14.2.3 Bash Shell Variables and Parameters (8:40)

14.2.4 User Variables and Shell Arithmetic (6:54)

14.2.5 Arrays and Expansions (4:57)

14.2.6 Shell Environments, Bash Variables and Parameters Facts

14.2.7 Practice Questions

14.3 Bash Scripting Logic
14.3.1 Bash Scripting Logic (14:08)

14.3.2 Looping (10:06)

14.3.3 Exit Codes (4:04)

14.3.4 Branching (9:20)

14.3.5 Bash Scripting Logic Facts

14.3.6 Practice Questions

14.4 Version Control Using Git
14.4.1 Git Concepts (6:35)

14.4.2 Installing Git (5:16)

14.4.3 Using a Git Repository (11:01)

14.4.4 Version Control Using Git Facts

14.4.5 Practice Questions

14.5 Orchestration Processes and Concepts
14.5.1 Orchestration Processes and Concepts (5:06)

14.5.2 Orchestration Processes and Concepts Facts

14.5.3 Practice Questions
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15.0  SECURITY

15.1 Root Usage
15.1.1 The root User (10:06)

15.1.2 Use su (3:53)

15.1.3 Configure sudo (10:44)

15.1.4 root User Facts

15.1.5 Switch Users

15.1.6 Log Out of the System

15.1.7 Practice Questions

15.2 User Security and Restriction
15.2.1 User Security (12:53)

15.2.2 User Restrictions (7:37)

15.2.3 Configure User Security and Restrictions (7:52)

15.2.4 Monitor User Logins (7:28)

15.2.5 User Security Facts

15.2.6 Auditing Files (4:03)

15.2.7 File Auditing Facts

15.2.8 Practice Questions

15.3 Login Blocking
15.3.1 Login Blocking (6:18)

15.3.2 Disable Login (5:25)

15.3.3 Login Blocking Facts

15.3.4 Practice Questions

15.4 Network Security
15.4.1 Network Security (14:44)

15.4.2 Remove Unneeded Services and Scan Ports (10:29)

15.4.3 Network Security Facts

15.4.4 Practice Questions

15.5 The xinetd Super Daemon
15.5.1 The xinetd Daemon and TCP Wrappers (12:49)

15.5.2 Configure xinetd and TCP Wrappers (11:15)

15.5.3 The xinetd Daemon and TCP Wrapper Facts

15.5.4 Practice Questions

15.6 OpenSSH
15.6.1 OpenSSH (11:21)

15.6.2 Encryption Facts
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15.6.3 OpenSSH Facts

15.6.4 OpenSSH Configuration (12:14)

15.6.5 Configure OpenSSH (13:53)

15.6.6 OpenSSH Configuration Facts

15.6.7 Practice Questions

15.7 SSH Port Tunneling
15.7.1 SSH Port Tunneling (4:47)

15.7.2 Configure SSH Port Tunneling (4:47)

15.7.3 SSH Port Tunneling Facts

15.7.4 Practice Questions

15.8 Security-Enhanced Linux (SELinux)
15.8.1 Security-Enhanced Linux (11:11)

15.8.2 Managing SELinux (7:52)

15.8.3 SELinux Facts

15.8.4 SELinux Troubleshooting Facts

15.8.5 Practice Questions

15.9 Application Armor (AppArmor)
15.9.1 Application Armor (7:07)

15.9.2 Application Armor Facts

15.9.3 Application Armor (8:39)

15.9.4 Practice Questions

15.10 Public Key Authentication
15.10.1 Public Key Authentication (9:25)

15.10.2 Configure Public Key Authentication (10:00)

15.10.3 Public Key Authentication Facts

15.10.4 Practice Questions

15.11 VPN Access and Authentication
15.11.1 VPN Access and Authentication (6:42)

15.11.2 Configuring VPN Access and Authentication (4:30)

15.11.3 VPN Access and Authentication Facts

15.11.4 Practice Questions

15.12 Security Best Practices
15.12.1 Security Best Practices (6:46)

15.12.2 Security Best Practices Facts

15.12.3 Practice Questions
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