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14.2 Penetration Testing
14.2.1 Penetration Testing (2:38)

14.2.2 Penetration Testing Facts

14.2.3 Explore Penetration Testing Tools (18:19)

14.2.4 Practice Questions

14.3 Network Hardening
14.3.1 Network Hardening Techniques (12:04)

14.3.2 Switch Port Security (8:39)

14.3.3 Switch Port Security Facts

14.3.4 Configure Switch Port Security (3:48)

14.3.5 Configure Port Security

14.3.6 Network Access Control (6:50)

14.3.7 Configure NAC (14:03)

14.3.8 NAC Facts

14.3.9 Practice Questions

15.0  NETWORK MANAGEMENT

15.1 Update Management
15.1.1 Update Deployment and Management (7:32)

15.1.2 Configure an Update Server (7:22)

15.1.3 Update Deployment and Management Facts

15.1.4 Practice Questions

15.2 Data Protection
15.2.1 Data Backups (9:48)

15.2.2 Protect Data (4:58)

15.2.3 Recover Files from Backup (4:04)

15.2.4 Workstation Backup Facts

15.2.5 Server Backup Facts

15.2.6 Configure a Data Backup

15.2.7 Configure a Server Backup

15.2.8 Practice Questions

15.3 Remote Management
15.3.1 Remote Management (9:07)

15.3.2 Use Remote Desktop (10:48)

15.3.3 Allow Remote Desktop Connections

15.3.4 Remote Management Facts

15.3.5 Practice Questions
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15.4 Mobile Device Management
15.4.1 Mobile Device Management (10:20)

15.4.2 Enroll Mobile Devices (4:54)

15.4.3 Configure Mobile Device Policies (12:20)

15.4.4 Set Up a Guest Network for BYOD (6:03)

15.4.5 Create a Guest Network for BYOD

15.4.6 Mobile Device Management Facts

15.4.7 Practice Questions

15.5 Data Center Management
15.5.1 Network Device Installation (7:38)

15.5.2 Power Management (11:36)

15.5.3 Configure UPS Settings (10:25)

15.5.4 Power Management Facts

15.5.5 Environmental Monitoring (7:10)

15.5.6 Environmental Monitoring Facts

15.5.7 Practice Questions

15.6 Monitoring
15.6.1 Network Monitoring (7:11)

15.6.2 Protocol Analyzers (2:37)

15.6.3 View Event Logs (4:03)

15.6.4 Use a Packet Sniffer (7:14)

15.6.5 Monitor Utilization (8:19)

15.6.6 Monitor Interface Statistics (5:07)

15.6.7 Network Monitoring Facts

15.6.8 Practice Questions

15.7 Log File Management
15.7.1 Log File Management (5:33)

15.7.2 Configure a Syslog Server (3:19)

15.7.3 Log File Management Facts

15.7.4 Practice Questions

15.8 Network Management with SNMP
15.8.1 Network Management (5:12)

15.8.2 Configure an SNMP System (2:36)

15.8.3 SNMP Facts

15.8.4 Practice Questions
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16.0  NETWORK OPTIMIZATION

16.1 Optimization
16.1.1 Optimization (7:58)

16.1.2 Network Segmentation (10:12)

16.1.3 Optimization Facts

16.1.4 NIC Teaming Concepts (4:49)

16.1.5 Set Up NIC Teaming (3:32)

16.1.6 Configure NIC Teaming

16.1.7 NIC Teaming Facts

16.1.8 Practice Questions

16.2 Troubleshooting Methodology
16.2.1 Troubleshooting Methodology (6:09)

16.2.2 Troubleshooting Methodology Facts

16.2.3 Troubleshooting Utilities (9:29)

16.2.4 Troubleshooting Utility Facts

16.2.5 Practice Questions

A.0  NETWORK PRO PRACTICE EXAMS

A.1 Preparing for Network Pro Certification
A.1.1 Network Pro Exam Objectives

A.1.2 Network Pro Exam Objectives by Course Section

A.1.3 How to take the Certification Exam

A.1.4 Certification FAQs

A.2 Network Pro Question Review (62 Lab Simulations)
A.2.1 Network Pro Domain 1: Networking Hardware, 17 Lab Simulations

A.2.2 Network Pro Domain 2: Network Device Configuration, 24 Lab Simulations

A.2.3 Network Pro Domain 3: Network Management, 6 Lab Simulations

A.2.4 Network Pro Domain 4: Network Security, 7 Lab Simulations

A.2.5 Network Pro Domain 5: Network Troubleshooting, 8 Lab Simulations

A.3 Network Pro Certification Practice Exam

B.0  NETWORK+ PRACTICE EXAMS

B.1 Preparing for Network+ Certification
B.1.1 Network+ Exam Objectives

B.1.2 Network+ Exam Objectives by Course Section

B.1.3 Exam FAQs

B.1.4 How to Register for an Exam
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B.1.5 Exam-taking Hints and Tips

B.1.6 Why Certify?

B.2 Network+ Domain Practice (20 Random Questions)
B.2.1 Network+ Domain 1: Networking Concepts, 20 Random Questions

B.2.2 Network+ Domain 2: Infrastructure, 20 Random Questions

B.2.3 Network+ Domain 3: Network Operations, 20 Random Questions

B.2.4 Network+ Domain 4: Network Security, 20 Random Questions

B.2.5 Network+ Domain 5: Network Troubleshooting and Tools, 20 Random Questions

B.3 Network+ Question Review (950 Questions)
B.3.1 Network+ Domain 1: Networking Concepts, 336 Questions

B.3.2 Network+ Domain 2: Infrastructure, 201 Questions

B.3.3 Network+ Domain 3: Network Operations, 115 Questions

B.3.4 Network+ Domain 4: Network Security, 201 Questions

B.3.5 Network+ Domain 5: Network Troubleshooting and Tools, 97 Questions

B.4 Network+ Certification Practice Exam
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