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11.4.3 View Event Logs (5:17)

11.4.4 Use Wireshark to Sniff Traffic (6:47)

11.4.5 Monitor Utilization (7:12)

11.4.6 Monitor Interface Statistics (5:09)

11.4.7 Configure Netflow on pfSense (3:23)

11.4.8 Monitor Throughput with iperf (3:58)

11.4.9 Network Monitoring Facts

11.4.10 Environmental Monitoring (8:25)

11.4.11 Environmental Monitoring Facts

11.4.12 Practice Questions

11.5 Organization Policies
11.5.1 Plans and Procedures (5:49)
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11.5.2 Plans and Procedure Facts

11.5.3 Security Policies (4:14)

11.5.4 Security Policy Facts

11.5.5 Documentation and Agreements (8:41)

11.5.6 Documentation and Agreements Facts

11.5.7 Practice Questions

11.6 Redundancy and High Availability
11.6.1 High Availability (7:35)

11.6.2 Redundancy Solutions (3:09)

11.6.3 Redundancy and High Availability Facts

11.6.4 Power Management (11:37)

11.6.5 Power Management Facts

11.6.6 Configure UPS Settings (5:38)

11.6.7 Hardware Clustering (7:53)

11.6.8 Set Up NIC Teaming (3:09)

11.6.9 Configure NIC Teaming

11.6.10 Configure Linux Network Bonding (8:02)

11.6.11 NIC Teaming Facts

11.6.12 Configure a Load Balancing Server (6:12)

11.6.13 Practice Questions

11.7 Data Backup and Storage
11.7.1 Data Backups (10:16)

11.7.2 Backup Storage Options (3:23)

11.7.3 Data Backup and Storage Facts

11.7.4 Configure a NAS for Data Backups (5:15)

11.7.5 Implementing File Backups (7:42)

11.7.6 Back Up Files with File History

11.7.7 Recover Files (3:37)

11.7.8 Recover a File from File History

11.7.9 Practice Questions

11.8 Remote Management
11.8.1 Remote Management (7:18)

11.8.2 Use Remote Desktop (10:05)

11.8.3 Allow Remote Desktop Connections

11.8.4 Remote Management Facts

11.8.5 Practice Questions
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12.0  NETWORK SECURITY

12.1 Security Concepts
12.1.1 Security Concepts (7:39)

12.1.2 Security Concepts Facts

12.1.3 Configure Permissions (9:39)

12.1.4 Secure Protocols (8:03)

12.1.5 Scan for Unsecure Protocols (4:52)

12.1.6 Secure Protocol Facts

12.1.7 Defense in Depth (9:40)

12.1.8 Defense in Depth Facts

12.1.9 Configure a Honeypot (3:24)

12.1.10 Practice Questions

12.2 Risk Management
12.2.1 Risk Management (6:54)

12.2.2 Risk Management Facts

12.2.3 Penetration Testing (2:41)

12.2.4 Penetration Testing Facts

12.2.5 Security Information and Event Management (4:35)

12.2.6 Security Information and Event Management Facts

12.2.7 Vulnerability Assessment (5:10)

12.2.8 Conduct a Vulnerability Scan (3:17)

12.2.9 Vulnerability Assessment Facts

12.2.10 Practice Questions

12.3 Physical Security
12.3.1 Physical Security (8:14)

12.3.2 Physical Security Facts

12.3.3 Implement Physical Security

12.3.4 Practice Questions

12.4 Social Engineering
12.4.1 Social Engineering (9:13)

12.4.2 Social Engineering Facts

12.4.3 Use the Social Engineer Toolkit (4:25)

12.4.4 Investigating a Social Engineering Attack (6:31)

12.4.5 Respond to Social Engineering Exploits

12.4.6 Practice Questions

12.5 Network Threats and Attacks
12.5.1 Malware (10:55)
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12.5.2 Malware Facts

12.5.3 Denial of Service (DoS) (6:33)

12.5.4 Launch a DoS and DDoS Attack (5:44)

12.5.5 Denial of Service

12.5.6 Password Attacks (7:26)

12.5.7 Crack Passwords (8:03)

12.5.8 Crack Password Protected Files (3:22)

12.5.9 Password Attack Facts

12.5.10 Crack a Password with John the Ripper

12.5.11 Practice Questions

12.6 Spoofing Attacks
12.6.1 Session and Spoofing Attacks (8:15)

12.6.2 Session and Spoofing Attack Facts

12.6.3 Poison ARP (5:44)

12.6.4 Poison ARP and Analyze with Wireshark

12.6.5 Poison DNS (6:18)

12.6.6 Poison DNS

12.6.7 Use SMAC to Spoof MAC Addresses (3:46)

12.6.8 Perform an On-Path DHCP Attack (6:57)

12.6.9 Perform a DHCP Spoofing On-Path Attack

12.6.10 Detect a Rogue DHCP Server (5:54)

12.6.11 Set Up DHCP Snooping (1:45)

12.6.12 Configure DHCP Snooping

12.6.13 Respond to Network Attacks (4:24)

12.6.14 Practice Questions

13.0  HARDENING AND UPDATE MANAGEMENT

13.1 Network Hardening
13.1.1 Network Hardening Techniques (8:06)

13.1.2 Network Hardening Techniques Facts

13.1.3 View Windows Services (5:15)

13.1.4 Disable Network Service

13.1.5 View Linux Services (4:16)

13.1.6 Enable and Disable Linux Services

13.1.7 Practice Questions

13.2 Authentication
13.2.1 Authentication (10:35)
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13.2.2 Authentication Facts

13.2.3 Authentication Protocols (11:13)

13.2.4 Authentication Issues (4:15)

13.2.5 Digital Certificates (5:26)

13.2.6 Authentication Protocol Facts

13.2.7 Practice Questions

13.3 Hardening Authentication
13.3.1 Hardening Authentication (12:05)

13.3.2 Configure Multifactor Authentication (3:11)

13.3.3 Configure Windows User Account Restrictions (4:21)

13.3.4 Configuring Account Policies and UAC Settings (6:07)

13.3.5 Configure Account Password Policies

13.3.6 Manage Linux Users (8:00)

13.3.7 Linux User Commands and Files Facts

13.3.8 Change Your Linux Password

13.3.9 Change a User's Linux Password

13.3.10 Practice Questions

13.4 Update Management
13.4.1 Update Deployment and Management (5:39)

13.4.2 Configure an Update Server (7:31)

13.4.3 Update Firmware (3:06)

13.4.4 Update Firmware

13.4.5 Update Deployment and Management Facts

13.4.6 Practice Questions

14.0  NETWORK OPTIMIZATION AND TROUBLESHOOTING

14.1 Optimization
14.1.1 Optimization (7:59)

14.1.2 Network Segmentation (11:05)

14.1.3 Optimization Facts

14.1.4 Practice Questions

14.2 General Network Issues
14.2.1 Troubleshooting Methodology (9:47)

14.2.2 Troubleshooting Methodology Facts

14.2.3 Common Network Issues (14:07)

14.2.4 Common Network Issues Facts

14.2.5 Practice Questions
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14.3 Troubleshooting Utilities
14.3.1 Command Line Troubleshooting Utilities (12:01)

14.3.2 Command Line Troubleshooting Utility Facts

14.3.3 Use TCPDump (5:42)

14.3.4 TCPDump Facts

14.3.5 Software Troubleshooting Utilities (8:14)

14.3.6 Software Troubleshooting Utilities Facts

14.3.7 Troubleshoot with Wireshark (7:53)

14.3.8 Use Wireshark to Troubleshoot Network Issues (4:24)

14.3.9 Troubleshoot with Wireshark

14.3.10 Wireshark Facts

14.3.11 Scan Network with Angry IP Scanner (4:07)

14.3.12 Scan Network with Zenmap (3:24)

14.3.13 Practice Questions

A.0  TESTOUT NETWORK PRO - PRACTICE EXAMS

A.1 Prepare for TestOut Network Pro Certification
A.1.1 Pro Exam Objectives

A.1.2 Pro Objectives by Course Section

A.1.3 How to take the Pro Exam

A.1.4 Pro Exam FAQs

A.2 TestOut Network Pro Domain Review
A.2.1 Network Pro Domain 1: Hardware

A.2.2 Network Pro Domain 2: Configuration

A.2.3 Network Pro Domain 3: Management

A.2.4 Network Pro Domain 4: Security

A.2.5 Network Pro Domain 5: Troubleshooting

A.3 TestOut Network Pro Certification Practice Exam

B.0  COMPTIA NETWORK+ N10-008 PRACTICE EXAMS

B.1 Prepare for CompTIA Network+ Certification
B.1.1 CompTIA Network+ N10-008 Objectives

B.1.2 CompTIA Network+ N10-008 Objectives by Course Section

B.1.3 How to take the Network+ N10-008 Exam

B.1.4 Network+ N10-008 Exam FAQs

B.1.5 Hints and Tips for taking the Network+ N10-008 Exam

B.1.6 Why Certify
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B.2 CompTIA Network+ N10-008 Practice Exams (20 Questions)
B.2.1 Network+ Domain 1: Networking Fundamentals

B.2.2 Network+ Domain 2: Network Implementations

B.2.3 Network+ Domain 3: Network Operations

B.2.4 Network+ Domain 4: Network Security

B.2.5 Network+ Domain 5: Network Troubleshooting

B.3 CompTIA Network+ N10-008 Practice Exams (All Questions)
B.3.1 Network+ Domain 1: Networking Fundamentals

B.3.2 Network+ Domain 2: Network Implementations

B.3.3 Network+ Domain 3: Network Operations

B.3.4 Network+ Domain 4: Network Security

B.3.5 Network+ Domain 5: Network Troubleshooting

B.4 CompTIA Network+ N10-008 Certification Practice Exam
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