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11.1 Windows File Locations
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11.1.1 System File Locations (8:36)
11.1.2 File Location Facts

11.1.3 Use Libraries (6:23)

11.1.4 Library Facts

11.1.5 Practice Questions

11.2 Manage Files on Windows
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11.2.1 Windows File and Folder Properties (6:23)

11.2.2 File Extension Facts

11.2.3 Attribute Facts

11.2.4 Manage Files on Windows (13:03)

11.2.5 Manage Files

11.2.6 Manage Directories from the Command Prompt (14:00)
11.2.7 Manage Files from the Command Prompt (12:01)
11.2.8 File Management Commands

11.2.9 Manage Files and Folders

11.2.10 Practice Questions

11.3 NTFS Permissions
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11.3.1 NTFS Permissions (6:04)

11.3.2 Configure NTFS Permissions (10:56)
11.3.3 NTFS Permission Facts

11.3.4 Configure NTFS Permissions

11.3.5 Practice Questions

11.4 Shared Folders
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11.4.1 Shared Folders (3:18)

11.4.2 Configure Basic Folder Sharing on Windows (7:01)
11.4.3 Configure Advanced Folder Sharing on Windows (11:31)
11.4.4 Configure Share and NTFS Permissions (4:50)

11.4.5 Shared Folder Facts

11.4.6 Share and Secure Folders

11.4.7 Practice Questions

11.5 Linux File Management
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11.5.1 Manage the Linux File System (11:05)
11.5.2 View File Contents (7:49)

11.5.3 Edit File Contents (10:52)

11.5.4 Manage Ownership and Permissions (8:30)

11.5.5 Linux File Management Facts
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& 11.5.6 Manage the Linux File System
@ 11.5.7 Manage Linux File Ownership
o 11.5.8 Practice Questions

12.1 Windows System Tools

12.1.1 Use Task Manager (13:47)

12.1.2 Task Manager Facts

12.1.3 Use Control Panel (4:58)

12.1.4 Control Panel Facts

12.1.5 Use Management Consoles (7:37)
12.1.6 Management Consoles Facts

12.1.7 View System Information (6:29)
12.1.8 System Configuration and DirectX (5:23)
12.1.9 Use Regedit (5:58)

12.1.10 Windows Utilities Facts

12.1.11 Explore System Commands (10:38)
12.1.12 System Command Facts

12.1.13 Use System Commands
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12.1.14 Practice Questions

12.2 Preferences and Settings
O 12.2.1 Personalize Windows (4:24)

3 12.2.2 Configure Region and Language Options (3:25)
3 12.2.3 Index Files (5:16)

=l 12.2.4 Preferences Facts

' 12.2.5 Practice Questions

12.3 Performance Monitoring
Pi 12.3.1 Performance Monitoring (6:22)

3 12.3.2 Monitor System Performance (7:42)
= 12.3.3 Performance Monitoring Facts
' 12.3.4 Practice Questions

12.4 Active Directory
8 12.4.1 Active Directory Overview (8:24)
3 12.4.2 Join a Domain (8:45)
@ 12.4.3 Join a Workstation to a Domain
O 12.4.4 Manage Active Directory Objects (10:24)
=l 12.4.5 Active Directory Facts
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12.4.6 Create User Accounts
12.4.7 Create OUs

12.4.8 Delete OUs

12.4.9 Group Policy (9:52)
12.4.10 Use Group Policy (7:48)
12.4.11 Group Policy Facts

' 12.4.12 Practice Questions

 Od &5 e ¢ ¢

12.5 Users and Groups
BE 12.5.1 Users and Groups (6:31)

O 12.5.2 Manage Local Users and Groups (7:55)
12.5.3 User and Group Facts

12.5.4 Authenticate with Online User Accounts (4:07)
12.5.5 Online Authentication Facts

12.5.6 Manage Users and Groups

12.5.7 Manage UAC Settings (6:56)

12.5.8 UAC Facts
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* 12.5.9 Practice Questions

12.6 Remote Services

B 12.6.1 Remote Desktop (5:42)
12.6.2 Use Remote Desktop (10:48)
12.6.3 Remote Desktop Facts
12.6.4 Remote Assistance (3:10)
12.6.5 Remote Assistance Facts
12.6.6 Use Remote Assistance (7:08)
12.6.7 Configure Remote Services
12.6.8 Use Screen Sharing (5:35)
12.6.9 Screen Sharing Facts
12.6.10 Practice Questions
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12.7 Windows Application Management
BE 12.7.1 Windows Desktop Applications (4:16)
0 12.7.2 Manage Windows Desktop Applications (10:27)
12.7.3 Desktop Application Management Facts
12.7.4 Configure Application Compatibility (6:54)
12.7.5 Application Compatibility Facts
12.7.6 Schedule Tasks (3:56)
12.7.7 Windows Store Applications (2:43)
12.7.8 Manage Windows Store Apps (5:12)
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@ 12.7.9 Manage Applications
@ 12.7.10 Repair Programs
' 12.7.11 Practice Questions

12.8 Linux Application Management
3 12.8.1 Install Linux Software (6:32)

3 12.8.2 Manage Apps on Linux (2:28)

3 12.8.3 Manage Processes on Linux (6:43)
=l 12.8.4 Linux Application Management Facts
@ 12.8.5 Manage Linux Processes

£ 12.8.6 Practice Questions

12.9 Digital Content Management

BE 12.9.1 Software Licensing (8:00)

BF 12.9.2 Digital Rights Management (DRM) (8:06)
= 12.9.3 Digital Content Management Facts
o

12.9.4 Practice Questions

12.10 Updates

12.10.1 Updates (6:26)

12.10.2 Use Windows Update (6:41)
12.10.3 Update Facts

12.10.4 Configure Windows Update
12.10.5 Update Linux (4:18)

12.10.6 Update macOS (2:48)

12.10.7 Perform a Firmware Update (4:03)
12.10.8 Update Firmware

12.10.9 Practice Questions
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12.11 System Backup
Pi 12.11.1 System Backup (4:43)

12.11.2 Backup Facts

12.11.3 Create Backups in Windows (3:34)
12.11.4 Create Backups in Linux (4:37)
12.11.5 Use Time Machine on macOS (4:53)
12.11.6 Back Up the Computer

12.11.7 Configure File History
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12.11.8 Practice Questions

12.12 System Recovery
BE 12.12.1 Windows 10 System Recovery (5:18)
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12.12.2 Use Restore Points (8:25)

12.12.3 Create a Restore Point

12.12.4 Use Windows System Recovery Tools (6:19)
12.12.5 Boot into the Windows Recovery Environment
12.12.6 Use File Recovery Tools (7:54)

12.12.7 Restore Data from File History

12.12.8 Restore Data on Linux (3:27)

12.12.9 Restore Data on macOS (3:58)

12.12.10 System Recovery Facts
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12.12.11 Practice Questions

12.13 Virtual Memory
BE 12.13.1 Windows Virtual Memory (6:57)
O 12.13.2 Manage the Paging File (7:12)
= 12.13.3 Virtual Memory Facts
@ 12.13.4 Configure Virtual Memory
f 12.13.5 Practice Questions

12.14 Operating System Troubleshooting
BB 12.14.1 Windows Operating System Issues (8:23)

12.14.2 Troubleshoot Windows Applications (11:16)
12.14.3 Troubleshoot Windows Services (5:12)
12.14.4 Application Troubleshooting Facts

12.14.5 System Lockups (6:02)

12.14.6 System Errors Facts
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12.14.7 Practice Questions

12.15 Windows Boot Errors
12.15.1 Windows Boot Process (4:58)

12.15.2 Boot Process Facts

12.15.3 Modify the Boot Order (7:54)
12.15.4 Configure the Boot Order

12.15.5 Using Advanced Boot Options (6:56)
12.15.6 Windows Boot Options

12.15.7 Use the bootrec Command (4:22)
12.15.8 Startup Error Facts

12.15.9 Troubleshoot System Startup 1
12.15.10 Troubleshoot System Startup 2
12.15.11 Troubleshoot System Startup 3
12.15.12 Troubleshoot System Startup 4
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£ 12.15.13 Practice Questions

13.1 Security Best Practices
BF 13.1.1 Best Practices for Securing Workstations (8:15)
= 13.1.2 Workstation Security Facts
8 13.1.3 Security Policies (6:04)
= 13.1.4 Security Policy Facts
' 13.1.5 Practice Questions

13.2 Incident Response
B8 13.2.1 First Responder (5:20)
BB 13.2.2 Basic Forensic Procedures (11:34)
= 13.2.3 Incident Response Facts
' 13.2.4 Practice Questions

13.3 Physical Security
BF 13.3.1 Physical Security (8:34)
13.3.2 Data Disposal and Destruction (5:39)
13.3.3 Wipe a Disk (7:19)
13.3.4 Configure Remote Wipe
13.3.5 Configure a Screen Saver Password (3:52)

13.3.6 Require a Screen Saver Password
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13.3.7 Physical Security Facts
' 13.3.8 Practice Questions

13.4 Social Engineering
8 13.4.1 Social Engineering (10:09)
E= 13.4.2 Social Engineering Facts
' 13.4.3 Practice Questions

13.5 BIOS/UEFI Security
B 13.5.1 BIOS/UEFI Security (8:28)
O 13.5.2 Configure BIOS/UEFI Security Settings (7:59)
= 13.5.3 BIOS/UEFI Security Facts
& 13.5.4 Configure BIOS/UEFI Security
' 13.5.5 Practice Questions

13.6 Malware Protection
PE 13.6.1 Malware (10:50)
= 13.6.2 Malware Facts
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13.6.3 Malware Protection (8:37)

13.6.4 Implement Malware Protection on Windows (7:19)
13.6.5 Windows Defender Facts

13.6.6 Configure Windows Defender

13.6.7 Implement Malware Protection on Linux (7:34)
13.6.8 Implement Malware Protection on macOS (7:01)
13.6.9 Malware Protection Facts

13.6.10 Practice Questions

13.7 Authentication
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13.7.1 Authentication (8:41)

3 13.7.2 Elevate Privileges on Linux (6:04)
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13.7.3 Configure Password Policies on Windows (10:41)
13.7.4 Password Facts

13.7.5 Enforce Password Settings

13.7.6 Manage Linux Passwords

13.7.7 Manage Authentication on Windows (6:49)
13.7.8 Use a Biometric Scanner (2:47)

13.7.9 Use a Smart Card Reader (3:24)

13.7.10 Authentication Management Facts

13.7.11 Practice Questions

13.8 File Encryption
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13.8.1 File Encryption (5:23)
13.8.2 File Encryption Facts
13.8.3 Encrypt Files (7:07)
13.8.4 Configure File Encryption
13.8.5 BitLocker (5:44)

13.8.6 BitLocker Facts

13.8.7 Use BitLocker (6:00)

13.8.8 Practice Questions

13.9 Network Security
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13.9.1 Wired Network Security Best Practices (9:53)
13.9.2 Wired Network Security Facts

13.9.3 Wireless Network Security Best Practices (9:50)
13.9.4 Wireless Network Security Facts

13.9.5 Practice Questions

13.10 Firewalls
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13.10.2 Configure Windows Firewall (5:53)
13.10.3 Firewall Facts

13.10.4 Configure a Windows Firewall
13.10.5 Network Appliances (3:10)
13.10.6 Network Appliance Facts

13.10.7 Practice Questions

XM E e M 0O

13.11 Proxy Servers
BB 13.11.1 Proxy Settings (5:39)
O 13.11.2 Configure Proxy Settings (5:11)
= 13.11.3 Proxy Server Facts
@ 13.11.4 Use a Proxy Server
' 13.11.5 Practice Questions

13.12 VPN
BB 13.12.1 Virtual Private Networks (VPN) (9:00)

3 13.12.2 Set Up a VPN Connection (3:13)
= 13.12.3 VPN Facts

@ 13.12.4 Configure a VPN Connection

ff 13.12.5 Practice Questions

13.13 Security Troubleshooting
Pf 13.13.1 Common Security Issues (12:45)

= 13.13.2 Network Security Threat Facts
= 13.13.3 Security Troubleshooting Facts
' 13.13.4 Practice Questions

14.1 Build a Computer From Scratch

14.2 Troubleshoot a Malfunctioning Computer
14.3 Troubleshoot System Startup

14.4 Create a Home Office Network

14.5 Configure the Windows Operating System
14.6 Troubleshoot a Mobile Device

14.7 Configure Linux

14.8 Lab Sandbox
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A.1 Preparing for Certification
= A.1.1 PC Pro Exam Objectives

Copyright © 2018 TestOut Corporation. CompTIA, A+, Network+, Security+, Linux+ and related trademarks and trade names are
the trademarks of CompTIA. Microsoft, MCITP, MSCA, MCTS, Office, and Windows are the trademarks of Microsoft. Cisco and
CCNA are the trademarks of Cisco. TestOut has no affiliation with any of these companies and the products and services
advertised herein are not endorsed by any of them.



= A.1.2 PC Pro Exam Objectives by Course Section
= A.1.3 How to take the Certification Exam
= A.1.4 Certification FAQs

A.2 PC Pro Domain Practice
' A.2.1 PC Pro Domain 1: Hardware
' A.2.2 PC Pro Domain 2: Software
' A.2.3 PC Pro Domain 3: Security
' A.2.4 PC Pro Domain 4: Troubleshooting

ff A.3 PC Pro Certification Practice Exam

B.1 Preparing for Certification
= B.1.1 A+ 220-1001 Core 1 Exam Objectives
= B.1.2 A+ 220-1001 Core 1 Exam Objectives by Course Section
= B.1.3 Exam FAQs
= B.1.4 How to Register for an Exam
= B.1.5 Exam-taking Hints and Tips

B.2 A+ 220-1001 Core 1 Domain Practice (20 Random Questions)
' B.2.1 A+ 220-1001 Core 1 Domain 1: Mobile Devices, 20 Random Questions
' B.2.2 A+ 220-1001 Core 1 Domain 2: Networking, 20 Random Questions
' B.2.3 A+ 220-1001 Core 1 Domain 3: Hardware, 20 Random Questions
' B.2.4 A+ 220-1001 Core 1 Domain 4: Virtualization and Cloud Computing, 20 Random Questions
ff B.2.5 A+ 220-1001 Core 1 Domain 5: Hardware and Network Troubleshooting, 20 Random
Questions
B.3 A+ 220-1001 Core 1 Domain Practice (All Questions)
ff B.3.1 A+ 220-1001 Core 1 Domain 1: Mobile Devices, All Questions
' B.3.2 A+ 220-1001 Core 1 Domain 2: Networking, All Questions
o B.3.3 A+ 220-1001 Core 1 Domain 3: Hardware, All Questions
' B.3.4 A+ 220-1001 Core 1 Domain 4: Virtualization and Cloud Computing, All Questions
' B.3.5 A+ 220-1001 Core 1 Domain 5: Hardware and Network Troubleshooting, All Questions

' B.4 A+ 220-1001 Core 1 Certification Practice Exam

C.1 Preparing for Certification
= C.1.1 A+ 220-1002 Core 2 Exam Objectives
= C.1.2 A+ 220-1002 Core 2 Exam Objectives by Course Section
= C.1.3 Exam FAQs
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= C.1.4 How to Register for an Exam
= C.1.5 Exam-taking Hints and Tips

C.2 A+ 220-1002 Core 2 Domain Practice (20 Random Questions)
o C.2.1 A+ 220-1002 Core 2 Domain 1: Operating Systems, 20 Random Questions
o C.2.2 A+ 220-1002 Core 2 Domain 2: Security, 20 Random Questions
¢ C.2.3 A+ 220-1002 Core 2 Domain 3: Software Troubleshooting, 20 Random Questions
' C.2.4 A+ 220-1002 Core 2 Domain 4: Operational Procedures, 20 Random Questions

C.3 A+ 220-1002 Core 2 Domain Practice (All Questions)
o C.3.1 A+ 220-1002 Core 2 Domain 1: Operating Systems, All Questions
o C.3.2 A+ 220-1002 Core 2 Domain 2: Security, All Questions
o C.3.3 A+ 220-1002 Core 2 Domain 3: Software Troubleshooting, All Questions
o C.3.4 A+ 220-1002 Core 2 Domain 4: Operational Procedures, All Questions

ff C.4 A+ 220-1002 Core 2 Certification Practice Exam
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