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11.5.9 Practice Questions

11.6 Switch InterVLAN Routing
11.6.1 Switch InterVLAN Routing (6:43)

11.6.2 Set Up Layer 3 Switch InterVLAN Routing (4:18)

11.6.3 Layer 3 Switch InterVLAN Routing Facts

11.6.4 Configure SVI for InterVLAN Routing 1

11.6.5 Configure SVI for InterVLAN Routing 2

11.6.6 SVI InterVLAN Troubleshooting Facts

11.6.7 Troubleshoot InterVLAN Routing 1

11.6.8 Troubleshoot InterVLAN Routing 2

11.6.9 Practice Questions

11.7 Switch Troubleshooting

Copyright © 2020 TestOut Corporation. CompTIA, A+, Network+, Security+, Linux+, IT Fundamentals, and related trademarks and trade names 
are the trademarks of CompTIA. Microsoft, MCITP, MSCA, MCTS, Office, and Windows are the trademarks of Microsoft. Cisco and CCNA are  
the trademarks of Cisco. Certified Ethical Hacker and CEH are the trademarks of the EC-Council. TestOut has no affiliation with any of  
these companies and the products and services advertised herein are not endorsed by any of them.



11.7.1 Troubleshoot Switches (9:05)

11.7.2 Interface Status Troubleshooting Facts

11.7.3 VLAN and Trunking Troubleshooting Facts

11.7.4 Find VLAN Information

11.7.5 Troubleshoot VLANs 1

11.7.6 Troubleshoot VLANs 2

11.7.7 Practice Questions

12.0  ACCESS CONTROL LISTS

12.1 Access Control Lists (ACLs)
12.1.1 ACL Overview (6:53)

12.1.2 Set Up ACLs (5:23)

12.1.3 Standard ACLs (6:47)

12.1.4 Set Up Standard ACLs (8:52)

12.1.5 Named ACLs (4:18)

12.1.6 Access List Facts

12.1.7 Filter Inbound Remote Access (2:38)

12.1.8 Restrict Telnet and SSH Access

12.1.9 Permit Traffic

12.1.10 Block Source Hosts

12.1.11 Access List Configuration Facts

12.1.12 Troubleshoot ACLs (6:36)

12.1.13 ACL Troubleshooting Facts

12.1.14 Practice Questions

12.2 IPv6 and Extended ACLs
12.2.1 Extended ACLs (5:43)

12.2.2 Extended ACL Facts

12.2.3 IPv6 ACL Facts

12.2.4 Use APIC-EM Path Trace to Verify ACLs (6:47)

12.2.5 ACL Command Format (8:37)

12.2.6 Inverse Wildcard Masking (11:32)

12.2.7 Wildcard Mask Facts

12.2.8 Set Up Extended ACLs (5:14)

12.2.9 Extended Access List Configuration Facts

12.2.10 Configure Allowed Networks

12.2.11 Create Access List Statements

12.2.12 Block Invalid Addresses
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12.2.13 Allow Only Specific Services

12.2.14 Practice Questions

13.0  NETWORK MANAGEMENT

13.1 Network Time Protocol (NTP)
13.1.1 NTP Overview (4:44)

13.1.2 NTP Facts

13.1.3 Practice Questions

13.2 System Message Log
13.2.1 Syslog Overview (4:35)

13.2.2 Configure Centralized Logging with Cisco Devices (1:58)

13.2.3 Syslog Facts

13.2.4 Practice Questions

13.3 Simple Network Management Protocol
13.3.1 SNMP Overview (5:37)

13.3.2 Enable SNMP on Cisco Devices (12:22)

13.3.3 SNMP Facts

13.3.4 Practice Questions

13.4 NetFlow
13.4.1 NetFlow Overview (4:16)

13.4.2 Enable NetFlow on Cisco Devices (1:27)

13.4.3 NetFlow Facts

13.4.4 Practice Questions

13.5 Quality of Service (QoS)
13.5.1 QoS Overview (8:12)

13.5.2 QoS Facts

13.5.3 Practice Questions

13.6 Enterprise Networking
13.6.1 Enterprise Networking Overview (5:30)

13.6.2 Enterprise Networking Facts

13.6.3 Troubleshooting Models (5:56)

13.6.4 Troubleshoot Command List (5:10)

13.6.5 LAN Switch Troubleshooting Facts

13.6.6 Practice Questions

13.7 Cloud Resources
13.7.1 Cloud Resources Overview (6:40)
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13.7.2 Cloud Resources Facts

13.7.3 Cloud Services Facts

13.7.4 Practice Questions

13.8 Virtual Private Networks and Remote Switch Access
13.8.1 Virtual Private Networks (4:43)

13.8.2 Virtual Private Networks Facts

13.8.3 IPsec Virtual Private Networks Facts

13.8.4 Set Up Secure Remote Access (3:48)

13.8.5 Practice Questions

13.9 Default Gateway Redundancy
13.9.1 Default Gateway Router Redundancy (5:11)

13.9.2 Redundant Default Gateway Facts

13.9.3 Set Up HSRP (6:28)

13.9.4 HSRP Configuration Facts

13.9.5 Configure HSRP

13.9.6 Practice Questions

13.10 Network Automation
13.10.1 Network Automation Overview (4:52)

13.10.2 Network Automation Facts

13.10.3 REST API Facts

13.10.4 Cisco DNA Center Facts

13.10.5 Practice Questions

14.0  NETWORK SECURITY

14.1 Network Threats
14.1.1 Network Security Using AAA (5:09)

14.1.2 AAA Security Facts

14.1.3 Threat Actor Types (6:36)

14.1.4 Threat Actor Type Facts

14.1.5 Network Threats Overview (8:34)

14.1.6 Network Threats Facts

14.1.7 Practice Questions

14.2 Network Security Best Practices
14.2.1 Wired Network Security Best Practices (9:55)

14.2.2 Wired Network Security Facts

14.2.3 Wireless Network Security Best Practices (9:51)
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14.2.4 Wireless Network Security Facts

14.2.5 Search defaultpassword.com (2:19)

14.2.6 Change Default Passwords (2:57)

14.2.7 Change the Default Password on a Switch

14.2.8 Practice Questions

14.3 Switch Security
14.3.1 Switch Attacks (5:25)

14.3.2 Switch Attack Facts

14.3.3 Secure Network Switches (5:01)

14.3.4 Switch Security Facts

14.3.5 Set Up DHCP Snooping and Dynamic ARP Inspection (1:45)

14.3.6 Configure DHCP Snooping and Dynamic ARP Inspection

14.3.7 Set Up Port Security (4:23)

14.3.8 Port Security Facts

14.3.9 Port Security Configuration Facts

14.3.10 Configure Port Security 1

14.3.11 Configure Port Security 2

14.3.12 Configure Port Security 3

14.3.13 Configure Switch Hardening (9:51)

14.3.14 Harden a Switch

14.3.15 Secure Access to a Switch

14.3.16 Secure Access to a Switch 2

14.3.17 Practice Questions

14.4 Malware
14.4.1 Malware Overview (9:41)

14.4.2 Malware Overview Facts

14.4.3 Trojans and Backdoors (5:37)

14.4.4 Trojan and Backdoor Facts

14.4.5 Malware Concerns (3:52)

14.4.6 Malware Concern Facts

14.4.7 Malware Analysis (4:26)

14.4.8 Malware Analysis Facts

14.4.9 Practice Questions

14.5 Combat Malware
14.5.1 Anti-Malware Software (5:05)

14.5.2 Scan for Open Ports with Netstat (3:11)

14.5.3 Track Port Usage with TCPView (2:32)

Copyright © 2020 TestOut Corporation. CompTIA, A+, Network+, Security+, Linux+, IT Fundamentals, and related trademarks and trade names 
are the trademarks of CompTIA. Microsoft, MCITP, MSCA, MCTS, Office, and Windows are the trademarks of Microsoft. Cisco and CCNA are  
the trademarks of Cisco. Certified Ethical Hacker and CEH are the trademarks of the EC-Council. TestOut has no affiliation with any of  
these companies and the products and services advertised herein are not endorsed by any of them.



14.5.4 Anti-Malware Software Facts

14.5.5 Detect Open Ports with Nmap

14.5.6 View Open Ports with netstat

14.5.7 Scan for Open Ports from a Remote Computer

14.5.8 Counter Malware with Windows Defender

14.5.9 Practice Questions

14.6 Sniffing
14.6.1 Sniffing (6:39)

14.6.2 Sniffer Facts

14.6.3 Sniff Network Traffic with Wireshark (6:49)

14.6.4 Capture Traffic with TCPDump (5:41)

14.6.5 Use SMAC to Spoof MAC Addresses (3:46)

14.6.6 Spoof MAC Addresses with SMAC

14.6.7 Filter and Analyze Traffic with Wireshark

14.6.8 Sniffing Countermeasures and Detection (2:55)

14.6.9 Detect Promiscuous Mode (3:17)

14.6.10 Sniffing Countermeasure and Detection Facts

14.6.11 Practice Questions

14.7 Session Hijacking
14.7.1 Session Hijacking Overview (2:37)

14.7.2 Session Hijacking Facts

14.7.3 Client-Side and Network Attacks (8:03)

14.7.4 Client-Side and Network Attack Facts

14.7.5 Configure a Man-in-the-Middle DHCP Attack (6:56)

14.7.6 Capture HTTP POST Packets with Wireshark

14.7.7 Hijack a Web Session (3:34)

14.7.8 Hijack a Web Session

14.7.9 Session Hijacking Countermeasures (3:54)

14.7.10 Session Hijacking Countermeasure Facts

14.7.11 Practice Questions

14.8 Denial of Service
14.8.1 Denial of Service (DoS) Overview (6:44)

14.8.2 Denial of Service (DoS) Facts

14.8.3 DoS Attack Types (5:13)

14.8.4 DoS Attack Type Facts

14.8.5 Perform a SYN Flood (6:20)

14.8.6 Analyze ICMP Traffic in Wireshark
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14.8.7 Launch a DoS and DDoS Attack (5:44)

14.8.8 Analyze a DDoS Attack

14.8.9 DoS Countermeasures (3:43)

14.8.10 DoS Countermeasure Facts

14.8.11 Practice Questions

15.0  CRYPTOGRAPHY

15.1 Cryptography
15.1.1 Cryptography (5:21)

15.1.2 Cryptography Facts

15.1.3 Symmetric Encryption (4:12)

15.1.4 Symmetric Encryption Facts

15.1.5 Asymmetric Encryption (5:41)

15.1.6 Asymmetric Encryption Facts

15.1.7 Verify MD5 Hash Integrity (2:51)

15.1.8 Compare an MD5 Hash

15.1.9 Public Key Infrastructure (6:51)

15.1.10 Public Key Infrastructure Facts

15.1.11 Practice Questions

15.2 Cryptanalysis and Cryptographic Attack Countermeasures
15.2.1 Cryptanalysis and Cryptographic Attack Countermeasures (5:57)

15.2.2 Cryptanalysis and Cryptographic Attack Countermeasures Facts

15.2.3 Data Encryption (4:33)

15.2.4 Practice Questions

A.0  TESTOUT ROUTING AND SWITCHING PRO PRACTICE EXAMS

A.1 Prepare for Certification
A.1.1 TestOut Routing and Switching Pro Exam Objectives

A.1.2 TestOut Routing and Switching Pro Objectives by Course Section

A.1.3 How to Take the Certification Exam

A.1.4 Certification FAQs

A.2 TestOut Routing and Switching Pro Domain Review
A.2.1 TestOut Routing and Switching Pro Domain 1: Device Setup and Configuration

A.2.2 TestOut Routing and Switching Pro Domain 2: Interface Configuration

A.2.3 TestOut Routing and Switching Pro Domain 3: Network Connectivity

A.2.4 TestOut Routing and Switching Pro Domain 4: Network Access

A.2.5 TestOut Routing and Switching Pro Domain 5: Network IP Services
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A.2.6 TestOut Routing and Switching Pro Domain 6: Security

A.3 TestOut Routing and Switching Pro Certification Practice Exam

B.0  CISCO CCNA 200-301 PRACTICE EXAMS

B.1 Prepare for Certification
B.1.1 Cisco CCNA 200-301 Objectives

B.1.2 Cisco CCNA 200-301 Objectives by Course Section

B.1.3 How to Register for an Exam

B.1.4 Exam FAQs

B.1.5 Exam-Taking Hints and Tips

B.2 Cisco CCNA 200-301 Practice Exams (20 Questions)
B.2.1 Cisco CCNA 200-301 Domain 1: Network Fundamentals

B.2.2 Cisco CCNA 200-301 Domain 2: Network Access

B.2.3 Cisco CCNA 200-301 Domain 3: IP Connectivity

B.2.4 Cisco CCNA 200-301 Domain 4: IP Services

B.2.5 Cisco CCNA 200-301 Domain 5: Security Fundamentals

B.2.6 Cisco CCNA 200-301 Domain 6: Automation and Programmability

B.3 Cisco CCNA 200-301 Practice Exams (All Questions)
B.3.1 Cisco CCNA 200-301 Domain 1: Network Fundamentals

B.3.2 Cisco CCNA 200-301 Domain 2: Network Access

B.3.3 Cisco CCNA 200-301 Domain 3: IP Connectivity

B.3.4 Cisco CCNA 200-301 Domain 4: IP Services

B.3.5 Cisco CCNA 200-301 Domain 5: Security Fundamentals

B.3.6 Cisco CCNA 200-301 Domain 6: Automation and Programmability

B.4 Cisco CCNA 200-301 Practice Exam
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