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10.4.6 Application Hardening (5:15)

10.4.7 Application Development Security Facts

10.4.8 Hardening Applications on Linux (4:31)

10.4.9 Implementing Application Whitelisting with AppLocker (7:21)

10.4.10 Implement Application Whitelisting with AppLocker

10.4.11 Implementing Data Execution Preventions (3:37)

10.4.12 Implement Data Execution Preventions

10.4.13 Hardening Applications Facts

10.4.14 Section Quiz
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11.0  SECURITY ASSESSMENTS

11.1 Penetration Testing
11.1.1 Penetration Testing (8:35)

11.1.2 Penetration Testing Facts

11.1.3 Exploring Penetration Testing Tools (11:33)

11.1.4 Section Quiz

11.2 Monitoring and Reconnaissance
11.2.1 Network Monitoring (5:56)

11.2.2 Network Monitoring Facts

11.2.3 Performing Port and Ping Scans (4:47)

11.2.4 Reconnaissance (6:32)

11.2.5 Performing Reconnaissance (9:11)

11.2.6 Perform Reconnaissance with Nmap (4:14)

11.2.7 Perform Reconnaissance with the Harvester (4:52)

11.2.8 Reconnaissance Facts

11.2.9 Section Quiz

11.3 Intrusion Detection
11.3.1 Intrusion Detection (4:57)

11.3.2 IDS Facts

11.3.3 Use Squil and Squert (4:51)

11.3.4 Implement Intrusion Detection and Prevention (6:18)

11.3.5 Implement Intrusion Prevention

11.3.6 Section Quiz

11.4 Security Assessment Techniques
11.4.1 Vulnerability Assessment (6:59)

11.4.2 Vulnerability Assessment Facts

11.4.3 SIEM and SOAR (4:34)

11.4.4 SIEM and SOAR Facts

11.4.5 Conduct Vulnerability Scans (4:02)

11.4.6 Scanning a Network with Nessus (3:17)

11.4.7 Scan for Windows Vulnerabilities

11.4.8 Scan for Linux Vulnerabilities

11.4.9 Scan for Domain Controller Vulnerabilities

11.4.10 Scan for IoT Vulnerabilities

11.4.11 Scan for WAP Vulnerabilities

11.4.12 Section Quiz
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11.5 Protocol Analyzers
11.5.1 Protocol Analyzers (3:46)

11.5.2 Protocol Analyzer Facts

11.5.3 Analyzing Network Traffic (6:47)

11.5.4 Section Quiz

11.6 Analyzing Network Attacks
11.6.1 Analyzing Network Attacks (7:51)

11.6.2 Analyzing Network Attacks Facts

11.6.3 Performing ARP Poisoning (5:15)

11.6.4 Poison ARP and Analyze with Wireshark

11.6.5 Performing DNS Poisoning (6:18)

11.6.6 Poison DNS

11.6.7 Performing a SYN Flood (6:20)

11.6.8 Perform and Analyze a SYN Flood

11.6.9 Examining DNS Attacks (11:57)

11.6.10 Malicious Code (7:09)

11.6.11 Malicious Code Facts

11.6.12 Section Quiz

11.7 Password Attacks
11.7.1 Password Attacks (7:26)

11.7.2 Password Attack Facts

11.7.3 Using Rainbow Tables (3:34)

11.7.4 Crack Password with Rainbow Tables

11.7.5 Crack Passwords (8:03)

11.7.6 Crack Password Protected Files (3:23)

11.7.7 Crack a Password with John the Ripper

11.7.8 Section Quiz

12.0  INCIDENT RESPONSE, FORENSICS, AND RECOVERY

12.1 Incident Response
12.1.1 Incident Response Process (4:58)

12.1.2 Incident Response Process Facts

12.1.3 Incident Response Frameworks and Management (3:28)

12.1.4 Incident Response Frameworks and Management Facts

12.1.5 Section Quiz

12.2 Mitigation of an Incident
12.2.1 Reconfigure and Protect Endpoints (4:17)
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12.2.2 Reconfigure and Protect Endpoints Facts

12.2.3 Isolate and Containment (3:01)

12.2.4 Isolate and Containment Facts

12.2.5 Section Quiz

12.3 Log Management
12.3.1 Security Information and Event Management (3:35)

12.3.2 Log Management (6:50)

12.3.3 SIEM and Log Management Facts

12.3.4 Monitoring Data and Metadata (6:09)

12.3.5 Saving Captured Files with Wireshark (3:53)

12.3.6 Use Elasticsearch Logstash Kibana (4:43)

12.3.7 Use NetworkMiner (3:38)

12.3.8 Configuring Remote Logging on Linux (6:31)

12.3.9 Logging Events on pfSense (6:00)

12.3.10 Monitoring Data and Metadata Facts

12.3.11 Section Quiz

12.4 Windows Logging
12.4.1 Windows Event Subscriptions (5:48)

12.4.2 Configuring Collector-Initiated Subscriptions (6:01)

12.4.3 Configuring Source-Initiated Subscriptions (7:46)

12.4.4 Windows Event Subscriptions Facts

12.4.5 Logging Events with Event Viewer (5:17)

12.4.6 Section Quiz

12.5 Digital Forensics
12.5.1 Forensic Documentation and Evidence (7:33)

12.5.2 Forensic Acquisition of Data (5:43)

12.5.3 Forensic Tools (2:26)

12.5.4 Create a Forensic Drive Image with FTK (7:26)

12.5.5 Create a Forensic Drive Image with Guymager (5:27)

12.5.6 Create a Forensic Drive Image with DC3DD (6:03)

12.5.7 Examine a Forensic Drive Image with Autopsy (6:12)

12.5.8 Forensic Data Integrity and Preservation (4:42)

12.5.9 Forensic Investigation Facts

12.5.10 Section Quiz

12.6 File and Packet Manipulation
12.6.1 Manipulating Files (11:25)

12.6.2 Manipulating Files Facts
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12.6.3 Shells and Scripting (9:00)

12.6.4 Shells and Scripting Facts

12.6.5 Packet Capture Manipulation (10:00)

12.6.6 Use TcpReplay (2:02)

12.6.7 Packet Capture Facts

12.6.8 Section Quiz

12.7 Redundancy
12.7.1 Redundancy (3:24)

12.7.2 Redundancy Facts

12.7.3 RAID (4:39)

12.7.4 Implementing RAID (6:54)

12.7.5 RAID Facts

12.7.6 Configure Fault-Tolerant Volumes

12.7.7 Hardware Clustering (7:53)

12.7.8 Clustering Facts

12.7.9 Section Quiz

12.8 Backup and Restore
12.8.1 Backup Types (10:16)

12.8.2 Backup Storage Options (3:23)

12.8.3 Configure Network Attached Storage (7:46)

12.8.4 Backup Types and Storage Facts

12.8.5 Implementing File Backups (7:42)

12.8.6 Back Up Files with File History

12.8.7 Demo Recovering Files (3:37)

12.8.8 Recover a File from File History

12.8.9 Backup a Domain Controller (3:04)

12.8.10 Backup a Domain Controller

12.8.11 Restoring Server Data from Backup (2:57)

12.8.12 Section Quiz

13.0  RISK MANAGEMENT

13.1 Organizational Security Policies
13.1.1 Personnel Policies (6:38)

13.1.2 Personnel Policy Facts

13.1.3 Managing Third Parties (5:27)

13.1.4 Managing Third Parties Facts

13.1.5 Data Protection and Policies (3:39)
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13.1.6 Data Protection and Policies Facts

13.1.7 Credential and Organizational Policies (3:25)

13.1.8 Credential and Organizational Policies Facts

13.1.9 Section Quiz

13.2 Risk Management
13.2.1 Risk Types and Tolerance (4:48)

13.2.2 Risk Types and Tolerance Facts

13.2.3 Analyzing Risks (3:01)

13.2.4 Analyzing Risks Facts

13.2.5 Business Continuity Planning (5:06)

13.2.6 Business Continuity Planning Facts

13.2.7 Section Quiz

13.3 Email
13.3.1 Email Security (6:30)

13.3.2 Email Security Facts

13.3.3 Protecting a Client from Spam (4:01)

13.3.4 Securing an Email Server (2:53)

13.3.5 Configure Email Filters

13.3.6 Securing Accounts on an iPad (5:01)

13.3.7 Secure Email on iPad

13.3.8 Section Quiz

14.0  GOVERNANCE AND COMPLIANCE

14.1 Audits
14.1.1 Audits (4:35)

14.1.2 Audit Facts

14.1.3 Auditing the Windows Security Log (8:10)

14.1.4 Configure Advanced Audit Policy

14.1.5 Auditing Device Logs (3:57)

14.1.6 Enable Device Logs

14.1.7 Section Quiz

14.2 Controls and Frameworks
14.2.1 Control Categories and Types (4:44)

14.2.2 Control Categories and Types Facts

14.2.3 Security Frameworks (6:51)

14.2.4 Security Frameworks Facts

14.2.5 Section Quiz
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14.3 Sensitive Data and Privacy
14.3.1 Consequences of Breaches (4:39)

14.3.2 Consequences of Breaches Facts

14.3.3 Information Classification (4:25)

14.3.4 Information Classification Facts

14.3.5 Privacy and Responsibility of Data (8:14)

14.3.6 Privacy and Responsibility of Data

14.3.7 Data Destruction (8:44)

14.3.8 Data Destruction Facts

14.3.9 File Shredding and Hard Drive Wiping (9:37)

14.3.10 Section Quiz

A.0  TESTOUT SECURITY PRO - PRACTICE EXAMS

A.1 Prepare for TestOut Security Pro Certification
A.1.1 Pro Exam Objectives

A.1.2 Pro Exam Objectives by Course Section

A.1.3 How to take the Pro Exam

A.1.4 Pro Exam FAQs

A.2 TestOut Security Pro Domain Review
A.2.1 Pro Domain 1: Identity Management and Authentication

A.2.2 Pro Domain 2: Physical and Network Security

A.2.3 Pro Domain 3: Host and Application Defense

A.2.4 Pro Domain 4: Data Security

A.2.5 Pro Domain 5: Audit and Security Assessment

A.3 TestOut Security Pro Certification Practice Exam

B.0  COMPTIA SECURITY+ SY0-601 - PRACTICE EXAMS

B.1 Prepare for CompTIA Security+ SY0-601 Certification
B.1.1 Security+ SY0-601 Exam Objectives

B.1.2 Security+ SY0-601 Exam Objectives by Course Section

B.1.3 How to take the Security+ SY0-601 Exam

B.1.4 Security+ SY0-601 FAQs

B.1.5 Hints and Tips for taking the Security+ SY0-601 Exam

B.2 CompTIA Security+ Domain Review (20 Questions)
B.2.1 Security+ SY0-601 Domain 1: Attacks, Threats, and Vulnerabilities

B.2.2 Security+ SY0-601 Domain 2: Architecture and Design

B.2.3 Security+ SY0-601 Domain 3: Implementation
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B.2.4 Security+ SY0-601 Domain 4: Operations and Incident Response

B.2.5 Security+ SY0-601 Domain 5: Governance, Risk, and Compliance

B.3 CompTIA Security+ Domain Review (All Questions)
B.3.1 Security+ SY0-601 Domain 1: Attacks, Threats, and Vulnerabilities

B.3.2 Security+ SY0-601 Domain 2: Architecture and Design

B.3.3 Security+ SY0-601 Domain 3: Implementation

B.3.4 Security+ SY0-601 Domain 4: Operations and Incident Response

B.3.5 Security+ SY0-601 Domain 5: Governance, Risk, and Compliance

B.4 CompTIA Security+ SY0-601 Certification Practice Exam
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